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MEfMOJ} AMD APP4MAT0S FOR AUTOMATED 'I%JNiNa Mm 
COmmiMATlON COLLECTION FORXOGIC SYSTEMS 

PATENT 

Ths invetttion relates genemily to digitai devices. More paiticBlarlyj the 
inveiitioii relates to a mefeod apparatsjs for pmvidmg autoiaalic tuaifeg for digital 
devices. In as alternate embcjdimeut ike invention relates to a method md apparatus fer 
5 coilectlBg eonfipiratioii information from digitai devices. 

BACKGROUND OF TI-IE INVENTION 
Prior Tuning S ystems Inadequate for Cun-ent Market 

Early during the popularity of the personal cornputer, many dliTercnt 
programmers developed and marketed utilities the chief purpose of which was to l>elp a 

10 user time or cpttfigtire the user's PC Perlsaps the best hmwvi of these programs is a group 
of uriHties developed by Feter Mortoti, such &s Norton UtUities md Norton Disk Doctor. 
These programs generally displayed to a user configuration information about the 
coniputer, ran test routines such as CPU benchmark programs, disk Irag^nentatiori tests, 
disk read-write tests, and performed some checking of memory, disk drives, sofxu'are 

15 drivers^ or hard ware installed in tlie computer. Some of the programs noted certain 
GonSguration problems or inefficiencies and suggested to the user how tiiose problems 
could be iked and mine included limited soitxtiotis that ran ideal to the PC to detect and 
Ex certain configiiration errors. 

These programs were a good solution to some PC cottfiguratiGn problems 

20 when FCJs ija.d fewer components than tiiey have today and when most PC ran a simple 
DOS operating system. However, they have become increasingly lin^tisf&ctory. The 
Increasing eomplexity of comp-uter operating systems and programs, the increasing 
variety of peripherals and driver software that is typicaily installed in eompnter;*, and the 
increasing tte^iiency witli whick software and hardware is updated severely eonstrains 

25 the itsefelness of a static tuning utility rmming iocaily on a PC, Tliese systems also were 
generally discrete in their operation and only i^rformed systetn analysis at discrete times 
such as on demaiid by a user or at system stattup or system shut down. 

F^mhsmiore, while PCs and other digitai devices have become more 
complex, their use is more widespread and tiie average PC user is often less 

30 knowledgeable about the inner woridnp of the PC than in years past. Prior art systems 
that relied on the user to be aware that feere was a potential configuration or tuning 
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'^robL^ anvt to v^itute a tunm^ piogran or respoi a to qucs&t ons ro » Oie p'X.grai «r!. 
.less workable for toda y's average PC users. 

iveepnii? Pi.,s accunitciv contsgured or tuned Dv a huirsan user can nave 
1 O c t IV 1^ il -it matxcfu}^ 1 PC am^ iJs to^^ -jontnt v, >sts i o o rait 

5 s. s.iu?k - ! A pv vta Hone PC us rs art. ^'"^v aU ti ti and 

} ten ^ei Kss 1 lan optiirdi use sro n i ie i Pt^^s becau:>e ot coi fi<>u atior oj tunir^ 

Some systems eniploymg agents to help manage and mamtaiB networked 
compuier ha^e been piopo-^ed These s> stems generally aie ^itnstcd tiahti-s ni' -^ag-^d 
10 tOipoia^e eav roimer s \h ^ ir i lujr n u f \ ^ 

u've '^r dt-tf-'mifcd r t Sui.an'^sc vti t i ■*n'^ni ct, ti -^t lopcseus s'^i.i o'*' 
r i;^h i *c c f tnsci\t,'v mto an o^traUng s\slur network operating '-NS^'em or 
1 f voik X. jse soH\\aie anu generally interpose thera&eives betweai vCitarn core 
operating system components. I his can limit the deployment of snch systems^ The tighi. 
15 iow-ievel mtegmtson between operatmg system components and the agents can also at 
nrvi> Lteiit, addjtjo la "roblems These svweiTia generally s^e not apphc8b\» to ^Cv, o 
0^5 «^ KT t> 0 -^Tr 1 5 t ct \ o 1 ne I sc i u I iJt ^ stti 5 i 

1 %crs £,urs oi'stnatavo ssjUUi j,(.L.n v rk's ik i ^^h^.^ * u ^ iJv 1 1 v,"iet 
It s MiOw Uo t Twate s<. Ysv juodult.^ li d i e i s. xutinc s\'^'*e'n 
2Q 'Mi, I lempt to measure system tnmng and to correci. u)ntigurauoi probUms The 

inventor oi the present mvenfoon earlier completed a sj^tem known as a "l>yiiarmc Load 
Balancer ■ mt use m a VMS time-shared operating system. This load balancer was 
'miitv-d to '^dtid akne computer s>'?*eni<; ard needed to be managed mpmtamec and 
i>Qa*eaoi th, n s ^t^ i ihini r u a 

25 njal nukoer PC cv mpi tnts nave *.eul "^ucr in i\ hru 

^x.iu ^.i t i^ncnecnarUt trg Nt:>mer<. for penpbcril jr ii -^n -Ti 
<^aies th * IS appro-^nate to" 'he vustornLi s paiueular computer set up mi-icai»ii^g v 
dim<sult. 

Systems that employ agents to help manage and maintain networked 
30 OQinpnter components and configuraiicms have been proposed- These systems generally 
;s.r^ 'iratt.xi '■'.> light:}" niariagcd corporate cnvin)nn-iem^-, whore every PC is connected to a 
partscuLr highly managed corporate network, Furliienuorc, these proposed systems often 
try to tightly integrate themselves into an operating system, network operating system, or 
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jietworx msver software aisd generally mterpose tliemsclves between ceitajn core 
operating system components. Thin can Imxi the deplo>'mcnt of such systems The ligh*. 
low-level integnjtion between operating system components snul ihe agenis can also 
create -iddjtional problems bcsc &>s*on?s geneiallv arc not ap'-Lcabie to PCs cr other 
5 ..>nv:i i^rr, --s stons ^Pi \n i lor u.wvoikb o- lor.e i\. ^f^u vO p ' ^ - s o : vml-' diverse 
wonrv|uiationj> t M access mnmanagcu nctwoiloi, i>uch as :he wet awide I; tornei 

What IS Tieeded is a method and system for eSectjvely Inmng digital 
systems that can collect informstton sbmt components, cotifiguration and performance 
metricf! and implement solutions to pei formance problems. What is umher needed is a 

10 tu. ..n-un'rthcb^ckff-oim' M con i j ' ^ ,:t oei^ri configuration 

-'cb j.'ia (ones: be ore ilie urcr aware of lhcnu^ mid detcrn\ne and implement 
soiuP.>L.N d\ \K U'lcai a need for user intervention and not requiring large amounts of loc^l 
computer resonrees. 

What is further needed is a metliod and system for collection of 

1 5 configu^feon data from multiple computing devices. Such a system can assist sellers of 
comparer components and peripherals to identify customers who would beneftt from the 
seller's piccucts S j -s^teruo. k' <>Ko he u-sful to an ox^nc- o' , co^rp^ e system 
seeking <o ■? r . ojr.poncnts o*- upLradvs xli a bv sicr i n.a\ bs. oi p. < ate J v% .tli 
nioaucN 1 ^ o^ mat are aseful to ^\ mcividua jsck <sC> 'hu. u v s! be 

20 conifonab.v, itb die central database collectmg information abuU tne contigazatjon of 
the user's PC; 

For purposes of clarity, this discussion refers to digital device.?! and 
concepts "n terms of specific examples. However, the method and apparatnjs of the present 
'n'vejtion n ^\ "^rst-iv^ o ^^'~h a wide vane^v oi: tj,pts chgual de"V!-;eN mcKk<5ng ocvives 

25 o.aTuaUvalA aM\.i.! . .roTs inc spa: Ic i'\ai:>nie-> (i<:i,ci bod .^eiov^ ro' oxam c vnhc 
th<. nvc'iifon .'^ ocsc-bcu anvt i\..ii>'u .ea m lerma of PC, i-hi >e j\d mat PC 

refers to ary t>pe of data aware de\icc, mcIuJmg mtclhgcnt apphuncea, aovaiiced 
enteru*inmeni devices, communication systems or any other system witli data processing 
capabilities. It is therefore not inteasded tliat the in vention be Htsited exce??t as provided ixt 

30 the attached claims. 

i-unhennore, it - \ u i?t n^', ^ ^i.* ioa ^ iOdK 

systems can mc.tidc a wide vanet> of difteieiu components anu d lYerci >. tJx.L^ 
niodi.la. fasbiOr such that d ffeicnt erinodnnenis o( a system cai3 include differeri 
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nuxiures ot iRoaiiles, capabslittes. aad configurations, hor purposes ot clmiv, tnc 
nivertion m some sections below is de«cnbcd m terras of systems that irxmde n.an) 
different irmovative component*! and innovative oombmations of cor ip rcxHs \i 
i'^tc' e ICC -^cu d "5e taken to mnt the invention ttj combiaauoT.s Ci^ntairiae u tlie 

ii sou i: uasu iv^' Ov i mitcd excopt as pros'ideu m "iidepeiuvri eaibocnnen^s^ 
descnbed xn the attached claims. 

SUMMARY OF THE INVENTION 
1 li, .nseiiuovi, m one embodiment, is a nunLoJ ond -ler itn , vf^MicJ 
10 tnrnit asmg Lmmg agems In m embodmient, an agent's abihty to ht^ndle ti *^ing 
probkirs ■!» augn^eiued bv having agents commximcate with a remote solif^ionse^'ver 
The solution sm^er interfaces with a set of stored solmmis, which the soiutios server is 
abb to se^ireh to fmd a solution appropriate to a probietn reported by an agent. Soiiitions 
a.e log'C nif'du.es descnbing actions to be taken by pn agent to cor»*eci a nining pioblem 
15 < i^ii >k'«>tKs i' . omoniw ^^rseraov^-nloadsthe 

s . -sa agcik a id tne ^ gent tncu n p v..a(.*ii> tne "^Oinuoi. 

h a:) embodimeri*, agents also collect sy&ten ^tat.<>tic!j ano conrigir(tt.op 
d>itt t^on^ then system and .eport those to the solution server Agents aLo ~my store ^omc 
^olucions locally m a Loca! Knoti'iedge Base (LkB). A ssolution server co rmnicaie? 
20 with Dynamic Knowledge Sfise (DKB) which is a searchable database ot solutions 
Jovv^iopsd 0 adr>ess lunng problems detected by an agent The solution server includes 
! ^ 01 " <.t. 10 luni o\^er ^ tu auLnier the ^oluUons ->toreJ n tljc. l)\ sdnK K (s-'vlea^c 
B .s^ \^ v'^udnif, ' ^ ai tmoodkiKnt ai tii^ mvcntioi., m age. \ ' to hi<"du a. 
nCiOc n<^ o*.aI c< n expand as new problems are encounteica and -jx^ <>.o at on rs. 
25 oownioaaed ^K>tr tlie seivci, whidi the agent may then .vtoie m vhe Lo<k>i Kno\\ icagt 
Base. 

Ail agent accordmg to the present invention mcludes iow-ievet and high- 
iOs ei 'og>v loutlnts that nm m the backgroimd of ai operatng s\!»*cm {OS} and c?t> 

30 iLvi no 5 or- perto'^-^ic^nvCimnc'^oltlie lystcni, "iUvH a. ^- ou* m cuo iv. „a'^ 

I V ovut 0 c\u '^iuMCil and viitual mernorv TcMz *5o ^ *i^,ov. itts, 
split i/0 rates, bardware and software eonfiguration, hardware or software, iaiiures. 
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Bumber c>f threads mmiiRg, priomies/qxiMt^ of each thimd, percent GFU time used by 
esch thread, physical and logical liiemoty con$Bm©d by each thread, page faults goseraied 
by eaeh thread, geaersL "response time" on the f G, etc. 

An agent coffipares tliess metrics with expected system performance and 
5 alterable stored tolerances and, where a discrepancy exists, the agent looks for & solution 
in. its LKB, If a solution is fomid 'm the LKB, the agent impiettients tlie solution, it) one 
impiementation without any int<3veTitxoii j&om tlie user. 

Wlies sti agent detedts a pmbletn for which it does not have a solmioni the 
agent eorttacts the soiuiioni server and requests a solution. If the solution, server is abie io 

10 identify a solution, the solution is downloaded to the ageui and the agent implements the 
solution. If the soiution server is not able to idsntify a so.Inliori, an exception report is 
generated for a human expert to review. The human expert researches the problem and 
creates an appropriate new solution, wliich is usually incorporated into tlie DKB for 
future use by other agents. When the solution ser^'er has the new sohition, tlie solution 

15 server can proactively contact the agent and <Jownload &e soMioti, Once th<? agent has 
Itnplememed a downloaded sot utioa, the agent deiernqiiaes if local memory is avmkble to 
the agent to store the solution for fotuie use. If so, the soltitioii is then geneniily stored in 
the LKB. 

iji a farther embodiment, an agent and solution sender may deterndns that 
20 a best solution requires installation of additional hardware or software. In the case of 
softv^'are Installation or updating, fee agent itself can contact a server where tlie softwat^ 
Is loaded, do^^nload tlie software or update, and cause the FC to be updated, in case of 
hardware eomponeiits, such as a need for additional memory or expanded disk drive, an 
agent can inferm. a user that a hardware upgrade is desirable, 
25 In one embodiment, all communication between the solution server and 

agent is e.oerypted using an etscryption protocol such as the industr>'~standard SSL 
protocol The solution server keeps in contact wlfii agents on a timely basis when tlie 
agents are active and available over a shared comniunications medium, such as via a di^l- 
up connection or via the internet. When a PC reconnects to a shared commnnicatiGns 
30 niedimn after ast tr^active period, an agent will contact the solution sen-^er to let the 
solution semr know the PC is back online. 

According to a further embodiment of the invention, the agent periodically 
liifbim,s the solution server of the status of its operations, ineluding the success or Mlure 



6 

of any impieiKeRfed soiiiuqn, and the sotoios server uses this Information to mcrease the 
scope of its stored soMoas, 

Aceordmg to the present inveirtion, the number of ageats m&f be SByw-'liere 
from one to a.o unlimited number. The soMiois server or components of the soMtiors 
5 server may reside near one or more computing devices with installed agents or muf reside 
anywhere accessible by a communications medium, 

Aeedrding to one etsibodimeat of the invention, tlie sokxtion sicrver 
eoniinmilcates with a Dynamic Knowledge Base, The DKB is one or more databases or 
expert systems that is able to deliver solations based on probfejii desGriptions and 
10 possibly coiifiguration information. The DKB can produce solutions for poterttiaily a 
wide range of different PC or other systems with a variety of compoherits and peripherals. 
The DKB may be prognuiimed according to any applicable programming language, but in 
one specific embodiment is progi^mmed in a proprietary prograinming language designed 
for deseribing solutions. The DKB may also be constmcted utilisdng progmmming tools 
15 for building expert systems. 

In a specific embodiment, the iiivetitioii includes one of more 
C:onf{guration Databases (CD) that are incorporated into or conmiunicate with the 
solution server. The CD has configuration entries fbr agents and is used to store tuning 
history iiifomiation and contlgiuation and component information for each agent. The 
20 database may be stored eenlxaily or portions or all of the ConHguraiion Database may be 
stored in a distributed fashion . 

In an alternative embodiment, an agent according to ik& invention may be 
sncorporated as a pait of andtlier application program or as a part or function of as 
operating system. 

25 In a tUrtlier aspect, the invention is a method and systein for centtally 

collecting PC configuration data from, possibly widely distributed PCs. In one 
embodiment, the invention employs agents installed in PCs. In aimtlier embodiment, 
agents communicate with a configuration dam server, Agents collect eoniiguralion data 
feom tlieir PCs and report that data to the oonfiguration data server. The conspiration 

30 data ser^'cr includes an interface to himaan experts or to data mtnihg systems that allow 
&e analysis of collected configuration data and may Include mechanisms for providing 
updates to ageats. Two i^'pes of possible updates are mnjiguratmn qmrie&\ which are 
logic components that allow the agent to perform new coafiguistion queries on feelr 
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msMled systems, md mmpmmi buHetim, wMch are mfbrmation blocjks descnbmg 
available coxtiijoxieats or upgrades and may meiude data or logic thsi allow a user to order 
a conipottgnt or upgrade. 

in tliis embodiBseHt, iie method of the present iOTeBtion may also be 
5 performed by logic routines that are not separate agents. The invention may be 

performed by l o w-level md high-level logic rQ-utines that run in the backgs'ouiid of an 
opemting system (OS) and can eommuriicate with various system oornponents. These 
routines are peiiodicaliy invoked and monitor op^ting system parameters md 
components in order to determine eosfigtiration data of the system, Ths configuration 

10 collection aspect of the invention ean thereby be included within another program that 
provider a lunetiots a user desires, such as, browsing software provided free to users, 
other communication sofi:ware, or operating system software. 

An agent and configiiratlon data server according to this emboditnetst of 
the invention may commumcate with or be incotporated as a patt of aa ageist for 

1 S automatic dynamic PC timitig as discussed above, in such an embodiment, if a tuning 
agetit deti^miines that a best solution requires instanation of additional hardware or 
sollwar^, the coaflgoration agent may be used to suggest a specific vendor's eqiiipment to 
the user or to signal a specific vendor tiiat the user may be interested in a specific 
component, hi this embodiment, collection of coiviguratioii data cm. serve the dual 

20 purposes of pro-viding input for the tunii^ function and of providing a database to 
determine eompoiient usage and to identify users who may need specific additfdnai 
hardware, software, or services, 

According to a farther embodiment, tiie invention may assist a user durittg 
a live transaclion Ib identifying a specific compcment or upgrade appropriate for the 

25 computing device. For example, infoouation about a specific component or upgrade may 
be received from the configuration server and may then be presetited to a user and the 
user can be asked if the ijser wishes to order the upgrade or component. In a specific 
embodipiesitj the Cosfigtifatipn Database c^ provide information to a component seller 
at the request of a user, possibly daring a user tt^saction. For example, if a user is 

30 coiiRected to a website to piirchase a pexipheral compoiient, such as a scsnaer, the 
peripheral component seller can request a PC„id tor the computer to which the 
component Will be instalied. Iliis PGJd may be requested from a human user, obtained 
tlom the agent on the PC either directly or indirectly , or detemiined when the seller 



WOW/453S6 



provides some other identifymg informatioB to tfie CD. such as the IP address of 
comiected user. Tke GD caii tlieB pmvide the seller wi& coiifigMation Momiatioii about 
&e PC that will allow tiie seller to gwide the user to ati appropriate eomponent 

In o«e embodimmtj all cdnmunication between the caafi^ration: data 
5 server and agents is encrvpied lising an encryption protocol such as the industiy-standard 
SSL protocoL The conJ5gar*Uion data serv-er keeps in contact witli agents on a timely 
basis wlien fee agents are active and avaiiable over a sllared coisitvimiCiatiom mediimi, 
siieh as a dial-iip cormesjiion or the internet When a PC fecoimects to a shared 
commimicatioas medium after an limetive period, an agent may contact the confsgmtion 

1 0 data server to let the configuratioii data server know the PC is back online. 

According to the present in vention, the number of agents may be anywhere' 
froiT) one to an unliniited rsumber. The configuration data ser\''er or components of the 
conliguMioR data server may reside near one or more computing devices with installed 
agents or may reside anywhere aecessible by a communications medium. 

15 In a specific embodimsnt, die invention Inciudes one or more 

Configumtion Databases (CD) that are incorporated in or communicate with the 
configuration data server. The CD has configuration entries for PCs in which the 
invention is enipioyed and is used to store configuration and component infonnation tor 
each PC, The database may be stored centrally or portions or all of the Configuration 

20 Databas e may be stored in a distributed fashion. 

In one embodimentj an agent according to the invention may be 
augmented from time to time by receiving new configuration queries and/or bulletins 
irom tlie ednfiguration server. New configuratiiDn queries provide the sgeRt with 
additional configuration monitoring fanctionality, such as the ability to monitor 

.25 contlguration of new types of coapiuer components. Bulletins contain infomiation that 
the agent may present to the user about the availability of specific components or 
upgrades that the user may wish to obtain. 

1'he invention will be better understood with reference to the followiiig 
dra^s^dngs and detailed description. 
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BRiEF DESCiOFrKM OF THE IMWINGS 
Fig. 1 is a block diagraia showing a number of logic systems iaeoiporatlng 
agents in eommimicalioii witli a solution semr aiid'or a eonfigiitation data server 
according to embodiment of tlie invention, 
5 Fig. 2 is a more detailed block diagram showing samous camponeft:^ of 

agents and a solution server according to an embodiment of the invention. 

Fig. 2 A is a more detailed block diagram showing various components of 
agents and a configuration data server according to an embodiment of the invention. 

Fig, 3 is a block diagram showing a computer operating system mth m 
10 agent according to an embodiment of the invention. 

Fig. 4 is a block diagram showing a dj-namic knowledge base and related 
components according to an embodlmentof the invention. 

Fig. 5 is a block diagram showing a Configuration Database according to 
an embodiment of the invention. 
15 Fig. 6 illustrates a method of dynamic tuning aceording to an embodimetit 

of the invention. 

Fig. 7 ilhistrates a metliod of coUecting conSguration data according to an 
embodinieut of the invention. 

Fig, 8 is a biocic diagram of a computer system, which tnay be cdnffgured 
20 with a software embodiment according to the invention, 

jdescription of the PREFBKRED EMBODMENT 

Qverview 

F:g, I IS an overview block diagraii) of a system according to an 
embodimem o^ the present invention, with components for performing dynamic tunmg 

25 and contlguiaiion collection illustrated. Agents 10 reside in logic systems 2 (systems 2 
ij-ti intended to represent aT\y type of device or system with a daca processmg component) 
X ^ < .t. -V. "a5{.a ivl 4.. j„c' . > -> a logic module able to communicate wiUi various 
oo.i\co.ici\^ of lii.' oon:pt -v f ■'\Sv,.ni 2 on which it i.s msstahcJ 

' "pe enihoduner/. assent iO js albo able to coririvHrc.^\" 

30 Gommumcaiion cnannel 5 wjth sokton server 40, Channel 5 casi xeprcsent a pnt>nc 
network (_such as the Internet), a private network, or one or more dedicated dial-up 
connection&f local area netwoilcs, wireless networks, or any means kRO\^u or hemfter 
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developed to allow devices to exchange data. In some situations, agent 10 will wait for a 
user of computer 2 to estsbiish a connection to a qommusieatioJi media:, such as the 
ifittemet, and then tlie agent imy use this c<>nnection in the background to communicate 
wftli the solution server, 
5 In one embodiment, openuioiis of an agent 10 and communication 

between an agent i O and a solution server 40 are transparent to a user of PC 2. Agent 10 
monitors PC perfofmanee in the background and when it detects a problem, agent 10 
attempts to implemsnts a soiution. Agent 10 communicatss with a soiutiois server 40 to 
report various data about agent lO's timed system and to request solutions to problems 
10 that agent 10 is not able to correct locally. 

In one embodiment, most communications between agent 10 and server 40 
happen in tlis background and are transparent to a user of system 2. In an alternate 
embodirnenl, a user chooses, explicitly, to invoke an agent and to conriect to solaiiott 
sm^er 40. This embodiment may be preferable to some users, who may bs unconiformble 
1 5 with having an agent communieate configuration &Jta with a solution server without & 
specific user command. In a third embodiment, a user is given the optioas, in the agent's 
preference setting, to indicate those functions of the agent that may be run antomjatically 
and those functions that require specific user authorization. 

Fig, 1 also illustrates that in a specific or alteniate embodiment, agent 10 is 
20 also able to conmiunicate via a communication channel 5 with configuration data server 
40a. As discussed above, in some situations, agent 10 will wait for a user of computer 2 to 
establish a connection to a coiumunications medium, such as the Internet, and then fee 
agent may use this connection in the background to ooitimtmicate with Uie conflpration 
data sender. 

25 As will be understood in tiie art with regards to computer systems, the 

■present invention may operate with either a configuration data server 40a or a solution 
serv'sr 40, or both. Servers 40a and 40 in various embodiments may be independent 
coRii^uter systems, each communication with agents. Agents 10, in various embodiments, 
may be single agents tbat communicate wi th both 40 and 40a, or one or more agents 10 

SO may represent two independent logic processes communicating with a desigfiated server 
40 or 40a. 

Fig. 2 illustmti^ in more detail a specific embGdiment of a system 
according to the in vention wherein agent communication with a solution server. Fig. 2 
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shows solution server 40 consisting of a niimber of server computers 41 < Them sewer 
coxnpaiers providing an initial network iaferface iato solution server 40 and may work 
coo|}erativ©ly to provide network communications in any number of ways as is known In 
tfe art In: an aiternative embodiment, servers 41 are geographically distant one from tlie 
5 Other and eacli communicates with a different group of agents. 

Fig, 2 also shows Configuration Databases (CDs) 42, which may be 
separate dai^base-s connected to different servers or CD 42 may be a single database with 
cooperating eomponents. Hie CD stores an idetitifier for eadi agent 10 and confi^natibn 
and tuning history information for each agmt's PC, Agent 10 comiminieates 

10 confignration itiformation to solution sen'er 40 and that information is stored in CD 42, 
D>tsamic knowledge base 44 delivers solutions to the solution server (& 
downloading to agents 10. In one embodiment, these solutions are compiled and stored m 
a database as discrete solution components. In m alternative eKibodirnent, DKB 44 Is an 
expert system that assembles solutions m response to queries. Multiple copies of tliis 

1 5 DKB 44 may exist tbtoughoiit the system for easier access jmd DKB 44 may be stored in 
a distributed fashion, however, in one embodiment, DKB 44 is isnctionally a single 
integrated database tliat makes available develo|>ed solutions to all appropriate agents 
commmiicating with solution server 40. !n an embodiment, DKB also stores and cait 
repori; instoiy and usage statistics abont each solution and can be "mined" by other 

20 processes or svorkstations to discover correlations or other information about solution 
success or utilisation. In an alternate embodiment solution seiner 40 caii eommunicate 
■mik different DKBs wherein different DKBs will provide solutions for different types of 
PCs, sacJi ^ one DKB containing solutions appropriate for one vendor's OS and a 
diiferent DKB providing solutions for a different vendor's OS. 

25 Fig. 2 also shows a number of exceptions workstations SO that represent 

devices that will be used to receive exception reports from the solution sen'er. Such 
devices can be used by human experts to develop solutions to new problems encountered 
by agents Ui Solutions may also be downloaded and developed m any nuniber of other 
ways, and may be developed by different software and hardware vendors to support 

30 specl tlo products. Exeeption workstations 50 may include compilers, databases, or any 
other tools use&l for helping a human expert develop or improve solutions. 

Solution server 40 could in fact consist of one (or a few ) higli-performance 
computers that impiemest some or all of the fimctions described herein a.s part of solution 
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server 40, b\M a more common implementation will have a larger ninTiber of eiosely 
cqoi^fatiBg eomputers iu^lementing fee fimctions of soiutipn server 40. in some 
embodiments, ait agent 10 may commnmeate with a speciik solution server network 
mter&ce computer and that interface compnter can tben commimicate with other parts of 
5 the solution server as needed. 

Fig, 2A illustrates in more detail a specific embodiment of a system 
according to the invention, wherein there is only configuration inforxnation stored at 
server 40a. Fig. 2A shows cotifiguration data server 40a cdiisisUng of a nambsr of server 
computers 41 . These server computers providing an initial network interface for 

1 0 eonfigii rat ion data server 40 and may work cooperatively to provide network 

commiimcations in any nmnb«r of w^ays, as presently known in the art or hereafter 
developed. I« an alternative embodiment, ser\'ers 41 are geographicaUy dislasit from one 
another and mdi eoiiimmncates with a different group of agents. Fig. 2 also show s 
ConSguration Databases (CBs) 42, which may be separate dafebases connected to 

1 5 different servers or CD 42 may be a single datalmss with cooperating components- The 
CD stores as identiier for each agent 10 and conspiration and tunmg history information 
for eacti agent's PC. Agent 10 commimi cafes configuration iaforniation to configuratiOB 
data sen/er 40 and that informatitsn is stored m CD 42, CD 42 and server 40 may reside 
tog^tiier on a single computer or may be implemented by a number of computer.<5. In an 

20 embodiment, the server or CDs also store and can report configuration statistics and can 
be "mined" by othei' processes or workstations to discover correktions or other 
information about configuration. 

Fig. 2.4 also shows a number of workstations 50 that represent devices that 
will be used to cornniunieate rejx)rts ftom the configuration data seiner. Workstations 50 

25 can be used to query the configuration database and to develop new configuration queries 
and new upgrade or component bulletins. Queries and bulletins may also be downloaded 
and developed in a ntjmber of other waySj and may be deveiopsd by dllferent software 
and hardware vendors to support specific products. Workstations 50 may incUide 
compilei^j databases, or any other tools useful for helping a human expert develop or 

30 improve queries or bulletins. 

CoBjBguration dafe server 40 may consist of one (or a few) high^ 
performance conm^utsrs that implement some or all of the functions described herein as 
part of configuration data server 40, but a more common implementation will have a 
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larger aumber of eloseiy cooperatiiig computers imptemeMiBg ifae fanctiotis of 
CQufiguratjQn data sewer 40, In some embodiments, an agetJt 10 taay coinmimicats with 
a specific GonHpimtion data sender network inteifaoe eoJia^ that iiiterfacs 

compnt&t can then commumcate with other parts of the coniigiiratioii data server as 
5 needed. 

Fig. $ is a block diagram showiag otie implementatioii of agent 10 wltMn 
an operating system (OS) 2a. It should be understood that the operating system 2a is ti^e 
o:>eratmg svstciYi for a logic device 2, it should also be undeistood that the data 
10 connecuo'^Js !>l-(rvn n 1 ig > are exemplary and that other connections are possible within 
ihe scope or the invention. 

Agent 10 will be described herein in atypical embodiment. However, k 
mil be obvious to those of skill m tlie art that other embodiments in accordance witii tlie 
'nvention are possible. It should be recognized that terminology differs in different 
15 opersTing systems anJ ^h.^. u^t s xxm^'o t.-^mis he^t. n t- n*e u'ed v\\emplar}' and 
no: hirjtmg of *rc ii^vm* ^'nbo('^nx>ut-> of tnc c^fv'i jc\s"] )pe ^ o' omer OSs v,-!ll 
t Tu\ u .j?n>\ CvMnnonc. t^. u> tl osc de -.^.r ccc neseir >di siug icnnroicg} and 

components appropriate for those other OSs< In one embodimcnu aescnbed :n tears ol 
the WindowsNT OS. agent 1 0 is an OS service with an intetrapt priority that gives the 
20 agent aecess to the CPU in preference to most (or ail) other intenrupts, 

\ymt 10 is a set of iogical instructions that is inienniitently invoked at a 
^ ^;.< I'-v ..^ v.^ ^ \t; s .CvC-^vj ro a 1 C's central proce^v,mg u iit (C'^\ ^ D^-ir^. 
< ih^' >.v.n lU-y Tvnu^io 5l agcm ; ? dcsigr.dfeC tne ^.v-C^ \ * 

ccns .ts PC to ciieok FC opeMtmg paraTacten> to dewamiH li the Pi' s iiurvtiojirg 
25 vsithin det'n,;a tolerances. Agent IC) docs this by querymg the OS uSiUg OS s}. »icn; Ci\M. 
\gent 10, m a prcierred embodiment^ does not interpose itself between the OS and any 
other drivers or applications^ but is simpiy invoked !ike any other process or thread, but at 
a priority, 

Agersl 10, therefore, performs its scan <.-)f ihe ?>-stcm iiidependexii of die 
30 cjperaiion of any otlisr thread or process. For dynamic tuning, this autonoinoiis rearming 
is advantageous in that applications or the OS do not need to proactively alert, the agent to 
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a probiein, Aiitononioys scatming also dramatically simpUfies miegration problen^s or 
dependencies between the agent, the OS, and other OS components and applications. 

The treqocncy of scanning is dynamically determined by the agent and Ihe 
relevant server. For dynajnic timing, scanning will take place frequently enough so tliat 
5 PC probienis may be detected by the agent before the>- are appareriC to a user (such, as 
more tiuin once per second). Dynainic setting of scamnng is usefcl when &e soMiors 
server is attempting to detemiiae tine source of a problem reported by an agent 

The agent uses s^ndaid OS interfaces to acquire tfee CPU, such as 
declaring to the OS kernel high priority software intermpt to be generated at a specified 

10 frequency. When the inten-upi is generated, the agent is invoked m\d begins its scanning 
tasks. Typically, among its first tasks is to gatlier PC perfonnance metrics. Some metrics 
can be accessed very quickly, while the agent is running at its high priority, Otlier metric 
gatherings cm be delegated by the agent to lower priority worker threads. 

Bxampies of metrics that could be accessed quickly in most OSs daring an 

15 invocatioti are CPU usage, PC fault rates, varipus queue lengtliSs disk I/O operation and 
delays, physical and virtual memory utiiization, file open mtes, split I/O rates, number of 
threads mnuing, priorities and qiiantuins of each thread, percent CPU time used by e ach 
thread, physical and logical memory consumed by each thread, page faults generated by 
each tiuead, and general "response tiiiie" on fhc PC. In matiy OSs, some or all of these 

20 parameters are quickly available via calls to the OS kernel. 

An agent 10 can launch worker threads to gather metrics, eommunicate 
wi^t a solution server, search for soiutioits in its LKB, implemsnt solutions or peffortn 
otiier fenctiojis. Typically these worker threads are launched at a lower priority than the 
centra! ageiu process and are launched at a "nonna"' priority so as not to overly deiay 

25 other computer ibnctions. Exarnpies of metrics gatliered by worker threads are hajxiware 
and software configuration information, hardware or software failures, and "event log" 
information. As an initial task when it is invoked, the agent will determine whether the 
coiKputer is hung md will take eorrective action at a high priority to unhang the 
computer, 

30 The agent may employ a "backoff algorithm for some or all of the metric 

gatheritig tasks, especially more length) la^k.s, I;, ihi;^ aigv^ruKr;;, the rreqnency of 
invoking tl^e tasks is decreased dovm to a certain limit so long as the sgeni contirmes to 
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receive aa acceptable result &om tJi« task or a result similar to a previGus revolt The 
agent C8B re&et the freqaeticy wheriew warraoted. 

The agent «ses an agent network iateiface (ANI) as s separate and normal- 
priority compoueiit to comtEunieate with a solution server or other net^'ork entities. In 
one embodiment, the agent uses a type of "lazy network conmunicaiion " wherein the 
agent establishes a number of commuBication tasks to take place hetween tlie ANI and the 
soMon server and tlie AMI dien hajldies these ta^s with a lower priority when network 
resources are free. 

Compotients, characteristics and operation of ati agent according to various 
specific enibodiments of the invention are snmtiiarized beiow: 

* after installation, during its tlrst cotnmunication with a sointion scs.w, an agent 
receives from the solution server a unique agent identifier, which it iises in fluther 
eommnnicatf om v«th the solution server; 

* during installation, an agent sets its iritemipt priority within fhe OS at a high priority, 
designed to be above any other GS process or services which could potentially hang 
the PG; 

« once iTiStalled, an agent is invoked perivodically by OS at a liigh priority interrupt 
level, the frequency of tliis invocation, is alterablCj but is generally designed tn be 
often enough that the agent will detect problems fcHsforethey become rs.pticeable to a 
user; At an invocation, an agent 

* tiinestanips each of its invbcations; 

» scans OS peribm^ance metrics through OS system calls; 

* can take immediate corrective actions where it detects a hung thread or process to 
unhang or to terminate tlie hung process; 

* checks for completion of vionsly launched quety threads and coitecti ve 
tlireads; 

* launohes. at periodic intervals, lower priorit>' threads to determine other metric* 
that cannot be immediately learned through kernel calls; 

* starts a low priority thread to scan its LKB for solutions to detected problems 
whan a problem does not require immediate soiuiion; 

» starts low priority threads to implement lower priority solutions that take time to 
complete; 
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« periodically slarts & low pnorit> thread to gatiier i fonnation about new Hardware 
s-tid software installations corifigurations, possibly based on an mstalier count. 
.1 v\c kernel, 

» 1: : .1.1 o ^ a^^n5t netx'^-oik mtenace \ lisuaily auurn^, at a towci ^■K'>ia>, 
5 hano.'^' neiv^ *,>j k corin-a>nicationfs witli a solution server and with other vjniities on a 
neiwork, me ANI; 

* receives new solutions, software patches and other compoaents from the solution 
server or fcom. other entires as directed by locally stored soMions or the solution 
serv-ei^ 

10 * receives requests &om the agent aiid performs "iajiy" network comniunications 
with a solutioa server; 

* reports: PC eonftgm'ation and configuration dtaages to the solution server; and 

* receives periodic poll contact from the solution ser%'er. 

An agent according to specific etnbodinients of the iiiventiosi can include 
1 5 some or all of these functions and n^y mclnde additional functions. 

D^^amic K :nowig % e Base 

DKB 44, according to one embodifilent, is illustrated in the functional 
block diagram of Fig, 4. In one embodiTnent, the DKB will be augmented ironi time to 
ii,me by hununi systems experts. This may be done via a GUI interface program that 

20 generates ^;cnpjs h\ a DKB Bcripting language. 1 nis language will tbcsi be conipiicd inio 
a cofiipros.^ed \-uhdaied foniiat tor storage in the DKB as a sohiticn along wiib daie-irax^ 
descripti ve in?f>nnauon and anthoring information. The DKB can incliide access stali.siics 
for detennifiing iiow often a particular compiled solution is accessed and by which agents. 
Each solution is identified with a solution id. 

25 According to the invention, a complex, multifectorial solution set can be 

developed within the DKB over time, with solution development efforts directed at 
probletns most often encountered in the real world. Solutions also may be devebped md 
supplied 10 the DKB, after checking and validaiion, by dilTerenr vendors io suppori ihosc 
vendors' hardware or sofHvare products. 

30 The DKB can also include solutions that are directed to specific 

applications sofb^'are. For example, if the agent notices tliat a particular print job is 
hanging, tine agent can determine the application thai created that print job and repon that 
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back to tlie solution server. The DKB may Iticiude a solution iniiicatmg that a remedy for 
that application is to download a patch or new version from tHe application vendor's web 
site aiid thereby update the appiieation. 

The DKB also nmy include solutions that are act specifically requested by 
a?i agent, bixt that are proactively sent to an agent by the soiiUion server to direct the agent 
to. p&dcam- certain housekeeping tasks or to download « pariicalar software update. The 
soltttion server caf^ identify which agents should proaetively receive such solijtions by 
examining Irifdnnation in tiie G0, 

The DKB can inchide an interface for data mining and i-outities Siat 
searches for tidbits of information such as patterns of feilures by type of hardvifare, or type 
of vendor, or other ■ allure correladons, 

A DK B system according to a specific embodiment of the inventioTt 
includes some or all of the foiiowiag functions and/or components and may include 
additional functions. According to various embodiments of the invention, a DKB: 

• stores solutions in a knowledge-base and stores a solution Jd for each soiution, ^e 
knowledgebase can be organized as a single integrated solutions knowledgebase or 
can have discrete coliecdoas of sohitions grouped by the applicadori to which the 
solution applies, by an OS or configuration, by a user group, or by any other category; 

» receives deseriptions of prdblemss in an agreed upon problem description langitage; 

• inteHigently searches the knowledgebase for applicable solutions for presented 
problems; 

• generates exception reports when a solution for a problem cannot be identified or 
when an agent reports that a solution did not correct a problem; 

• communicates with one or more work stations to report exceptions and to receive 
newly developed or updated solutions; and 

« contains statistics about solution usage and can interM*e with data mining modules to 
determine multifactDriai statlsties. 

In an alteniative embodiment, the DKB may have a different data striiclure 
than that shovi?n in Fig, 4 and may include an expert system to constmct solutions, 

Config uratiort Data:base 

Fig, 5 shows a Configuration Database according to an emt>odiment of tlie 

invention. 
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The CD according to a specific embodiment of the invention includes 
soms or all of the following components and tnay incbade additional components; 

* an ageat^id for everj^ ageol: in communication with the server; 
» conngiiraiiori data for each PC' sn which an ageni is running; 

5 » a hisio: y Hie lor storing any of the following as appropriate to specific embodimerns; 
solution usage by an agent, invocation and resuUs of any agent maintenance functions, 
and other desired historical information abont agent operation; and 

• application licensing and PG configuration information so that the applicaiion 
components of a PC can be reconstructed in the event of destruction of PC data. 

10 hi one enuxodiment, die user of fi^e PC can access the historical 

infomiation that is kept in the CD, I'his infomtation may be accessed through a user 
interface included with the agent. The interface may allow a user to make queries relating 
to the configui-atiott of the PC, such as what new hardware or software components wlil 
work with the FC> 

i 5 In one embodiment, ikt CD coafigumtiotj and history data m not stared 

locally by an agent because locally stored information can be lost due to local PC or disk 
drive Mure, In an alternative ernbodimcTii, a copy of some or all of the configurimon and 
history inibrmalion is stored locally for local access^ while ^\e more ti-usted copy is stored 
remotely in the CD. In this embodiment, a check-^iim or other ^'alidation procedure can 

20 be used to ensure the validity of iopaliy stored data when compared to the CD, 

In 5m altemative embodiment the CD tnay have a different data stractiire 
than that shown in Fig. 5, s«ch as an object oriented data structure. 

The operation of the irwention in an embodiment that includes d>'Baniic 
timing may be iiirther understood by considering the following examples. 

25 Example I 

1 . On successive invocations, by comparing the CPU utilisation of each thread, an 
agent notice-s that a high-priority Uucad is ctr.-.sundrsg a h^^rgo anioimt <u"CPlJ 
time causing interactive threads tu siovv to bel-jv. tolerances. This sii-.iat;on 
could cause a user to feel ihat ihe PC is running slowly 
30 2, Agent searches its LKB for a solution aiid fails to find one. Agent 

communicates witl> tlie solution server, informs solution server of the problem, 
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ana informs tJhe soiutjon server tliat the agent does tioi have a k>eas3v smred 
soiutios^ for this problem. 

3. DKB -oarched ioi a -stored solution appropriate *br tht problem axid Ik the 
CD t"r ^ c t iK t^i^en" .f the agau ccnllgunition rcle-vant io the prrHcrn \ 

5 so ut idefx^^^led jnccain^i trat ln^, -i\ or5t\ ''-read ^^.r^ v^iic:^ i^s 

priorm ic-wcrod (typjcaa^- to the pnonty of iIk highest pno.iiy .^U'vt^' 'Jueavl) 
while raising the bgh priority thread's quantum ithe amount of tn^e the thread 
is allowed to hold control of the CPU oaee the thread gets coBtroI of the CPIj), 

4 , Solution server traxisiiiits the sohitiou to the agent. 

10 " Xgcn'* ana Appilei^ t-\ so jt on lo <„ha-igc il-c iv arsa uiK^'^Uin'^ oi 

tlx t.iieaa aui. ^i.^. i iv^iih t^c seopoTise urie ^ ilci.'.ctsN ^ tj.eaas r *Siv, PC 
improves. 

An oxampic of how the agent makes the detenninatior- disoussea s>tep I 
above, according to an embodiment of tiw invention, is as follows: during a i'" 

15 la vocatson, the agent learns that Thread A used 1*000 ticks of CPU time since Thread A'a 
creation and Thread B used n tick since Thread B's creation The agent also ieatns that 
ooti: iiie hi"^ . ir .nt.y \\ mt use of the CPU. The agent stores the Thread A and Thread B 
ticK values and me CPU toial uck count, 

.\t A following mvocatfon, the agent gv^s iK s\ Tliuad A azid Inread B tick 

20 cou-its and subiTi^cti from them the stored values to detcnrine how many ticks v-ach 
tliread vised in the interval The agent also subtracts the current CPU tick count from the 
stored count to deEermine how many total CPU Ucks have elapsed in the mterval llie 
?genf can therefore determine the percentage of CPU usage Thread A and Thres^d B 
.^i V -^ori t >5s Ov?temi'ne t v he U k v st ir^ .ng tlie other 1 iic agexir 

25 v<i,.C'"i.Mv;s A a. \ stsir^ ed tn.oaa^ aft. u.^ciavH % c tn^cacs dui \.\ Ji cause noti^ c«l> cci 
to the user. 

Example 2 

1 . During an invoeationj an agent ieams from OS kernel calls of excessive page 
faulting caused by a thread - eansing excessive disk accesses that can slow 
30 down many processes. 



wo oe/4sm 



PCT/OSOO/02294 



20 

2. TH agen* scorches its LKB "or a solulion ^pd finds ore 4i o \i vom Jiuu Cixtt 
w }*b £ soHHion sender, mtoms the solution server ut the problem -ind of 

-■L ) -1 a solutiDi loi thi>, problem 

3 . ' i a <ipi ti -0 jti<. n whit.h i& to mcrwsc the r t mK r i f p iv ^u-a remorv 
u^t-v >vCiurj,s i oi r v\i.^s hreiii'-iat p^ue fa>. mnt? 

4. Dui ..i^; a ub eque U ocitioi , agent Ieain« tbat pagt. fauiuL^- ~i bsv i 
reduced to witiun tolerances. 

5. Agent contacts soMou server to infGr3?ri the solution sei-vex &at the loeally 
stor«sd soMon worked, 

6. SoiutioB sen-er updates st^stscs for the soiation in the DKB and for tiie ageiit 
history in the CD. 

Coniigar ation GoOection: Agent 

Fig. 3 can also be understood as a block diagram sliowing an 
implementation of sgeijt 10 witfein &n operating system (OS) 2a, where the agent 10 only 
collects corsiiguraiion data. It should be understood that the operating system ,2s is the 
operating system for PC 2, it should also be understood that. the data connections shown 
in Fig. 3 are exemplary and that other connections are possible within the scope of the 
invention. 

The agent uses an agent network interface (AHl) as a separate and nonnal- 
prlority component to comiriwnicate with a configuration data server or other network 
entities. In one embodiment, the agent uses a type of *1azy network communication," 

wherein the agent establishes a number of comnmnication tasks to take place between the 
AHI and the configuraiion data server, and the ANl then handles these tasks with a lower 
priority when network reso^jrees are free. 

Fig. 3 can also be understood as a block diap-am sliowing an 
implementation of agent 10 within an operiui.ng system (OS) 2a, where tl^e agent .10 only 
coOeets configuration data. It siiould be understood that tlie operating system 2a is the 
operating system for PC 2. It should also be understood that the data connections shewn 
in Fig. 3 are exemplary and tMt other comiections are possible witiiin the scope of tiie 
inyentioa, 
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The agent uses an agent network interface (ANI) as a sepams and iiormai- 
prionty component to communicate with a configuration data server or other network 
entities. In one embodiment, the agent uses a type of "laxy network communication," 
wherein the agerjt establishes a nmnber of communication tasks to take place between the 
5 AN ! -md the coaugi-n.uion d^Ucs server, and the ANI then handles these iasks with a lower 
priority when network resources are rree. 

The present ins'eruioii may be embodied i;i son ware insnriCtions Citiier 
recorded Oii a fi>$cd media or transmitted eiectronicaHy. Fig. is a block diagram of a 

10 conipuicr .-?yste?n, which may be configured with a software emboditncnr accordij^^ to the 
invention. Fig. Sillustraies an exatnple of a computer system userl to execute the software 
of the present inventios and sliows a computer system 700 that includes a monitor 705, 
cabmet 707, keyboard 709, a mouse 711, and a communication interfece 713. Cabinet 
707 houses a disk drive 7 i 5 for reading a CD-ROM or other type disk 71 7 and bouses 

15 other familiar compiaer componefus (not shown) such as a processor, memory, disk 

drives, and the like, as well as ati adapter ! for connection to a comniunicaiior; channel 5. 

The invention iia^ now been explained with relerericc to specific 
embodiments. Other embodiments will be apparent to those of skill in the art. In 
particular, specific pmeessing ordm have been described and fiinctions have been 

20 described as beirsg in particular orders, however, many of these sub functions could be 
differently arranged without changing the essential operation of the invention. It is 
therefore intended tliat the invehtbn not be limited, except as indicated by the appended 
claims. 
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WHAT IS CLAIMED IS: 

1 I A system for aiitomaticallv tuning a coni|jutfflg device coniprissng: 

2 8B agent tor miuatmg computing device perfoxiMsee, deteciisg tuii ing 

3 probhm&i and commmncating requests for soliidon assismnee to a mmoiQ solution server; 

4 a remote soliitiori server cotiiprising: 

5 a commiHiication interface; 

6 a knowledge base able lo provide solutions for tuning problems; aud 

7 conftguration data regarding confi^ration of said iocal couipiiter. 

1 2. The system according to claim 1 further comprislTig; 

2 a local knowledge bass locally accessible to said agent for storing and 

3 retrieving solntioas. 

1 3. Ilje sy stern according to claim I wherein said ageiu .monitors 

2 computing device performance and takes tuning actions transparently to a user. 

1 4. The system according to claim 1 wherein said agent monitors 

2 computing device peribrrnaiKX^ by periodically gaining access to a CPU of said 

3 computing device and checking certain operating system parameters, hut without 

4 interposing itself between operating system soibware of said computing device and otiief 

5 pmpesses runnittg on said compnting device. 

1 5. The system according to ciaim 1 further comprising: 



2 a pferality of agents in a plurality of Computing devicesj and 

3 wlisrein said remote solution sers'er comprises one or more server 

4 computers in coniniuuication with one or more kiiowledge bases and one or ttiore 

5 configuraiios databases, 

T n - -^iu 1 V. K\ u ^ c m 5 turther compns r^^ 
a Lx^ei urr a\tcriacc svbtCiii aiiowmg cornmuiucatioxi \%U» .niirnan 
vS. X * v^i J 1 . tunirg oroblem is encountered lot which available solutions are not 

4 adequate. 



7 



An agent '"or automatical^ tiinmg a compi ting dev ctj compn^'ng 
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2 an. iiitertace for receiving an interrupt allowing ssid agent to begin rumiing 

3 on a CFI J of said computing devics; 

4 m interface for ooiBmunicating with m opm:aXmg S5fstsm keriiei of said 

5 computing dsviee and reading metrics indicating performance of said computing device 

6 and processes on said computing: dsme and for impiementing solution actions ai said 

7 operating systciii kernel; 

8 a eoinimmicatiQn interface that can send and receive data fit>m a solution 

9 server over a coMnaaication channel and that can receive solutions from said solution 

10 server; md 

1 1 a local knowledge base iocaliy accessible to said agent ibr storing and 

12 retfleving solutions. 

1 8. A fixed computer readabie iriedinm or fixed transmissible file 

2 containing computer executable prograni code, which, when loaded into an appropriately 

3 configured computer will cause the computer to embodiment the device of claim 7. 

1 9, A method for providing automatic tuning to a plurality of 

2 computing devices comprising; 

3 lnstallii5g a plurality of agents in a plurality of computers, eacli agent 



4 capable of detecting and diagnosing tuning problems for the computer in wbich said agent 

5 is installed and capable of communicating mth a solution serv-er over a communications 

6 mediami 

7 receiving at a solution server Information fk}m an agent describing a 

8 tuning problem encountered by said agent 

9 at said solution server, determiinng an appropriate solution for said tuiiing 

iO problem; 



i i n-^ferritig said solution from said solution server to said agent; and 

1 2 ImplemeBiing said solution by said agent. 

1 1 0, A method for automaticaOy tuning a computing device, 

2 comprising: 

3 periodii^liy recel^dng interrupts from an opermting system at a high 

4 priority allowing an invocation on a CPU; 
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5 diH-iiig said iiivocatioii, checking parameters .trom said opesratirig system to 

6 detemime if a tuning probiem exists; 

7 when a tuning problem is detected, impiementiiig a locally ayaiialjle 

8 aiOliition if availabk; 

9 when a tuning problem is detecled and a locally available soludon is not 

1 0 available, iTaiismitting a description of said toning probleiR to a remote soiutioxi server; 

1 1 re«ei vitig a solatioss If om said remote soiutaoi? sender; and 

1 2 implementing said received soiution. 

1 i I A system for automalicaliy ■deterimnmg. the desirability of an 

2 upgrade to a local computing device comprising: 

3 an agent for evalnatijig compiitiiig device cojifjgy;fation and 

4 cojtHnuaxcating epnfigiiratioa data to a remote coiifigiiratiori data server; 

5 a remote configuration data server comprising: 

6 a comniimicatioB interface; 

7 updatable conSgumtion data negarding coniiguration of said local 

8 computer; and 

9 a vendor ifiteria:ce ibr matching configuration data with spcciiic 
10 componeitt upgi-ades. 

1 12. The system according to claim 1 1 further compdsingt 

2 ail agent capable of detecting compojient or configuration insdsquacies in 

3 said computing device and incorporating said inadequacies into conflgufation data 

4 comnionicated to a remote data sereer, 

1 1 3 . The system according to claim 1 1 Avhefein said agent monitors 

2 computing device configuiatioft and communicates with said server transparently to a 

3 user. 

1 14. The system according to claim 1 1 %vherein said agent monitors 

a-'iJ 1 v-oixi ijusat (. n i ^ ■^cr'odKalh ^a. nii „ accc-^s jo a CPU of saiC 

s >rvuni f Jf. ^ t. . ! i^li.xk.ng con^igmatujn system data, but %^ithout nterposmg itsMf 
^ i ^ \ai --^ ^tcm solKvarc of spid computing device and oiht-r pro:;es!'?es i-unaing 

5 on said oomputing device. 
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1 15. The systein according to claim 1 1 furtber comprisirig: 

2 a ptiuraiity of agents in a pluraiiw of corapiiiing devices; and 

3 wherein said remote configumtiGn data server comprises one or more 

4 server compaiers in commiinicatioji with one or more coxifiguration databases, 

1 1 6. The system according to claim 1 1 &rther comprising; 

2 an interface system allowmg cdnimuaicatiQn wiili a vMdor in order for the 

3 vendor to determine aggregate configciation statistics and relatioiisMps and k onlsr to 

4 target market component upgrades. 

1 1 7 An agent for collecting configuration data Ironi a computing device 

2 comprising: 

3 an interface for receiving an interrupt aOowing said agent to begin running 

4 on a CPU of said computing device; 

5 an interface for conimunicating with an opera^ng system kernel of said 

6 compiiiiiig device and reading inehics indieatiiig configuratioxi data of said cofEnpntmi 

7 device; and 

8 a conmiimicatioK interface tMt can send and receive data from a 

9 coniiguration data server over a communication channel and that can receive 
10 con.figaration update information iTom said configuration data server. 

1 Id. A fixed computer-readable mediun^ containing computer 

2 executable program code, whicii, when loaded into an appropriately cc>nfigufed computer 

3 will cause the computer to embody the de\dce of claim 17. 

1 19. A method for collecting configuration dats from a phtraiity of 

2 eompaiing devices comprising: 

3 installing a plurality of agents m a piui-ality of computers, each agent 

4 capable of snrv^eying conftguration of the computer in which said a^nt is installed and 

5 capable of commtmicating with a configuration data server over a communications 

6 medium; 

7 receiving at a configuration data sei-ver information from an agent 
B describing configuration of a computing device; and 
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9 usiag said configitration data to determine a component or upgrade tlut 

10 would be desirable for said eompiitiEg device. 

1 20. A method for coilectioa cotifigui^tiois da^ fi-oiB a computing 

2 device comprisicg; 

3 periodically receivkg intemipts &om ats operating system aiiowing an 

4 iBVOcatioii on a CPU; 

5 during said im ocatson, checking pai-anicters iroii\ jjaid operating system to 

6 detenmne conilguxadon dau for said operating system; and 

7 trasismitting a description of said coufiguration data to a remote 

8 corifigaratipn data sisrver. 
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